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Change form for PREMIS Data
Dictionar y and Schema revisions

Title of ChangeNew Provenance Note Data Object

Statement of changeNLNZ request the addition of semantic units that will support the use of
structuredprovenance notes.

Name of requestor / organization and email contact:

WEe DFEGddza2z bl GA2ylFf [AONINE 2FINDNEW %SItlyR ¢S
Jay.Gattuso@dia.govt.nz

Date submitted:25 September 2012
Documents attachedNote Data Dictionary.docx, New Provenance Data Model Examples.docx, Note
Data Model.jpgNDHA Draft_Policies-_Preconditioning.pdf

Description of solution (if applicable¥or NLNZ, Provenance Notes are entries made against an IE,
REP, FILE, or BS that document an action that has occurred against that object. Typically, these
actions are done befe the object has been brought into the preservation system. These actions fall
under the Preconditioning Policy that allows certain changdsetmade to a file before being

ingested into the system, with the understanditigat a full provenance note isegerated and
associated with the content.

Reasons/use case for the requedthere is no current solution for creating and retaining structured
provenance notes within the PREMIS Data Dictionary. NLNZ uses provenance notes to record details
of actions thathave been undertaken on objects. Typically these actions are taken on objects before
they are brought under the control of the preservation system (for example, changing erroneous file
extensions, or replacing illegal characters intigdenes). The actiagenerally fall into one of a list of
categories of acceptable change, with the exact detail of the change requiring different values. This
allows us to build in a degree of structure. At the moment,use eventOutcomeDetdid contain
the details of theaction undertaken We place itthis fielda widerange of nomstructured
information detailing what action was taken. Thaunstructured information i) hard to search on
andb) difficult to create in a consistdrstyle across similar notes.
Briefly:
1) The current method is undertaking two related tasks:
a. ltis recording the fact that a provenance record was successfully lodged against an
object entity
b. Itis recording the details of any preconditioning changes or other such activity the
file issubjected to
2) The semanticnit @ventOutcomeDeta? A &4 dzASR (G2 K2t R GUKS RSOl AT
activity, not the details of the event outcome
3) There is no concrete structure to a provenance note. This will limit future abilities to identify
items that share a specific provenance event, or to automate reversals efgrditioning
activities
4) There is a significant amount of wasted storage through the consistent use of (repeated)
empty data entities

A full description of the change requested is in &ssociated document®ote Data
Dictionary.docx, New Provenance Data Model Examples.docx

Data dictionary or schema change or botiBoth.



Proposed Data Model

Summary

This section pposes adata model for a provenance note that would align with the current PREMIS
data model. The structure of the model is taken directly from the PREMIS fBoeet and
extendedamendedin relevant locations to allow the accurate capture and storage of technical
provenance information.

The purpose of thisemantic uniis to allow basic technical changes to be made to a file at the point
of ingest into a preservation repository. It is important to note that these changes are not to
intellectual content of thdile, but labelling / technical adjustments such as added the adding of file
extension, changing of native filenames, or the removal of superfluous or erroneous chunks of data.

These changes are only made to ensure the smooth transition of the diggafodii FNBY | WgAf
digital object from any number of possible legacy IT systems, to one that is confined to a specific
platform, and expected to behave in the same way as other related objects.

The provenanceemantic unitsupports this process by allowg a full and accurate capture of any
such actions taken of a file, and in a PREMIS compliant fashion.

Theproposeddata model describes the following entities:

M ProvenanceMote (0o R
M.l noteldentifier (M WRD
M.1.1 nDteIdentifierque M MR
M.1.2 noteldentifiervalue (M MR
M. 2 nDteType M R
.1 filenamechange (O MNRJ
M.2.1.1 originvalue M MR)
W.2.1.2 finalvalue (M NRD
M.2.2 fileExtensionChange O NR)
M.2.2.1 originvalue M RR)
M.2.2.2 Tinalvalue (M NRD
M.2.3 simpleBitstreamchange (O R)
.3.1 location M MR
3 direction M MR
lengthofchange (M NR)
originvalue €M NR)
finalvalue (M MR
changeorder (M NR)
originFixity (M RRD
finalFixity (M NR)
itstreamchange (o R)
originchangestartoffset (M MR
originchangeEndoffset M WRD
finalchangestartoffset (M NR)
finalchangeEndoffset (M NR)
direction (M NR)
originFileLength M HR)
finalFileLength M MRD
originvalue M NR)
finalvalue (M MR
10 changeorder M MR
11 originFixity (M NR)
12 finalFixity (M RMRD
ucturedchange O MRD
1 unstructuredchangebetails (M NR)
2 changeorder M MR
3 originFixity €M HR)
4 finalrFixity (M NR)
vation (0o R
6.1 ohservationDetails (M MR
notebateTime (M MR
notepescription O MR
TinkingagentIdentifier {0 HWR)
M.5.1 1inkingAgentIdentifierque (M MR
M. 5.2 TinkingagentIdentifiervalue (M NR)
M.5.3 TinkingagentRole (O MR
M.& TinkingohjectIdentifier (O NR)
M.&.1 11nk1ngoblectldent1f1erque M MR
M.&6.2 TinkingoblectIdentifiervalue (M NR)
M.6.3 Tinkingobjectrole (O MR)
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Semantic unit

N.1 noteldentifier

Semantic components

N.1.1 noteldentifierType
N.1.2noteldentifierValue

A designation used to uniquely identify the Provenance Note withir|

Definition . )

the preservation repository system.

Each Provenance Note recorded by the preservation archive must
Rationale a unique identifier to allow it to beelated to objects, agents, and

other events.

Data constraint

Container

Repeatability

Not repeatable

Obligation

Mandatory

Creation /
Maintenance notes

Thenoteldentifieris likely to be system generated. There is no globg
scheme or standard for thesdentifiers. The identifier is therefore no
repeatable.

Semantic unit

N.1.1 noteldentifierType

Semantic components

None

Definition

A designation of the domain within which the event identifier is
unique.

Data constraint

None

Repeatability

Not repeatable

Obligation

Mandatory

Creation /
Maintenance notes

For most preservation repositories, teteldentifierTypewill be its
own internal numbering system. It can be implicit within the system
and provided explicitly only if the data is exported.




Semantic unit

N.1.2 noteldentifierValue

Semantic components

None

Definition

The value of theoteldentifier

Data constraint

None

Examples

[a binary integer]
E200411-13-000119

58f202ae22c#11d1-b12d-002035b29092

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

N.2 noteType

Semantic components

N.2.1 filenameChange

N.2.2 fileExtensionChange
N.2.3 simpleBitstreamChange
N.2.4 ComplexBitstreamChange
N.2.5 unstructuredChange

N.2.6 observation

Definition A categorization of thaature of the provenance note.
Categorizing provenance notes will aid the preservation repository
Rationale machine processing of related information, particularly in reporting,

roll-back and set creation.

Data constraint Container
Repeatability Repeatable
Obligation Mandatory
This is not a fully defined object. There are two ways to extend the
types objects.
(1) Use the providedinstructuredChangebiject to record a
. human readable messagghis is suitable taecording
Creation /

Maintenance notes

provenance information that is very particular to an individu
object/set of objects

(2) Propose a sematic elemenewChangdwherenewis a useful
label to support proper classification), with appropriate
components to allow a full and machine redude provenance
note to be captured.




Semantic unit

N.2.1 filenameChange

Semantic components

N.2.1.1 originValue
N.2.1.2 finalValue

¢KAa Sydade Aa dzaSR 02 -O/GANR

Definition L

activity

Holdingfilename change data in a structured way allows the name
Rationale change to be systematically rolldzhck if required for delivery of the

original file as was first encountered

Data constraint

Container

Repeatability

Not Repeatable

Obligation

Mandatory

Usage otes

This etity assumes the filename:fileension separator to be presen
in some meaningful and identifiable form (e.g. the commonly found
full-stop character), if no separator is present it should be assumeg
that the separator is found dhe end of tre filename string

This entity covers the filenansdrip up to the filename:filelgension
separator.

Examples

(1) image.jpg has a filename componaemiage, and file extensior|
componentjpg, if the filename was changed to image_new,
the following componentsvould be recorded for this file:

(2) originvValue = image

(3) finalValue = image_new

If necessary this entity should be used in conjunction with
fileExtensionChange

Semantic unit

N.2.1.1 originValue

Semantic components

None

Definition

The original filename d#&'st encountered by the collecting entity

Data constraint

Must be able to maintain extended characterset glyphs and be a N
object

Repeatability

Not Repeatable

Obligation

Mandatory




Semantic unit

N.2.1.2 finalValue

Semantic components

None

Definition

The original filename as first encountered by the repository

Data constraint

Must be able to maintain extended characterset glyphs and be a N
object

Repeatability

Not Repeatable

Obligation

Mandatory

Semantic unit

N.2.2 fileExtensionChage

Semantic components

N.2.2.1 originValue
N.2.2.2 finalValue

¢KAa SydGade Aa dzaSR G2 NBO2NR

Definition O2yRAGA2YAY3Q I OGADAGR
Holding file extension change data in a structured way allows the
Rationale name change to beystematically rolledback if required for delivery g

the original file as was first encountered

Data constraint

Container

Repeatability

Not Repeatable

Obligation

Mandatory

Usage notes

This entity assumes the filename:fé&tension separator to be preser
in some meaningful and identifiable form (e.g. the commonly found
fullstop character), if no separator is present it should be assumed
the separator is found at the end of the filename string .

This entity covers thfilename strip after the filename:file extension
separator.

Examples:

(1) image.jpghas a filename componeiage and file extension
componentjpg, if the extension was changed pag, the following
components would be recorded for this file:

(2) originvValue= jpg

(3) finalValue = png

(4) imagehas a filename component ahage - If the extensiorpgis
added the following components would be recorded for this file:

(5) originvValue = NULL

(6) finalValue = jpg

If necessary this entity should be used in conjunction with
filenameChange




Semantic unit

N.2.2.1 originValue

Semantic components

None

Definition

The original file extension as first encountered by the collecting ent

Data constraint

Must be able to maintain extended characterset glyphs and be a N
object

Repeatability

Not Repeatable

Obligation

Mandatory

Semantic unit

N.2.2.2 finalValue

Semantic components

None

Definition

The original file extension as first encountered by the repository

Data constraint

Must be able to maintaitU TF8 characterseglyphs and be a NULL
object

Repeatability

Not Repeatable

Obligation

Mandatory




Semantic unit

N.2.3 simpleBitstreamChange

Semantic components

N.2.3.1 location

N.2.3.2 direction
N.2.3.3 lengthOfChange
N.2.3.4originValue
N.2.3.5 finalValue
N.2.3.6changeOrder
N.2.3.7 originValue
N.2.3.8 finalvalue

Definition Used to describe a simple change to a bitstream prior to formal ing
Holding simple bit stream change data in a structured way allows t
Rationale changes to be systematically rolkbackif required for delivery of the

original file as was first encountered

Data constraint

Container

Repeatability

wSLISIF Gl oftS 6nXHO

Obligation

Optional

Usage notes

Repeated use of this entity is constrained to 2 instances, one recof
a BOF change, amhe recording an EOF change.

If this is a repeated entity thehangeOrdeentity should be used to
ensure that changes are recorded correctly. A convention should b
followed that ensures that EOF changes are made first, and BOF
changes second.

If thereare both simple and complex changes recorded againsta s
file, the simple changes must be made and recorded first, and the
complex changes second. This is to ensure that changes can be
Wdzy R2ySQ O2NNBOGfezxr gAlGK GKS (
direction of the repeatability conventions (see
complexBitstreamChange




Semantic unit

N.2.3.1 location

Semantic components

None

Definition

Records at which end of the file the changes were made

Data constraint

Value should be taken from a controlledcabulary.
hyte LISNYAGGSR @FftdzSa | NB Y. h(

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

N.2.3.2 direction

Semantic components

None

Definition

Records the type of change made

Data constraint

Value should be taken fromn controlled vocabulary.
hyteée LISNYAGGSR @FfdzSa ' NB W! RH

Repeatability

Not repeatable

Obligation

Mandatory




Semantic unit

N.2.3.3 lengthOfChange

Semantic components

None

Definition

Describes the number of bytes affected by the change

Rationale

Can be used a check to verify accuracy of automated rollback

Data constraint

INT (DECIMAL)

Repeatability

Not repeatable

Obligation

Mandatory

Usage notes

This element contains the number of bytes that are affected by the
change.

Examples:

If the orginValuebeing recorded is [0x44 0x45 0x46] the
lengthOfChangelement will be set to [3]

If the orginValuebeing recorded is [0x00 0x00 0x00 0x00 0x00 0x0(
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00]
lengthOfChangelementwill be set toeighteen[18]

Semantic unit

N.2.3.4originValue

Semantic components

None

Definition

Describes thgre-change value of the bytes under change

Dataconstraint

INT (Hexadecimal)

Must include any encoding used to represent data elements (e.g.
base64)

Must support NULL values

Repeatability

Not repeatable

Obligation

Mandatory




Semantic unit

N.2.3.5finalValue

Semantic components

None

Definition Describes th@re-change value of the bytes under change
INT (Hexadecimal)
Data constraint Must include any encoding used to represent data elements (e.g.

base64)
Must support NULL values

Repeatability

Not repeatable

Obligation

Mandatory

Semanticunit

N.2.3.6changeOrder

Semantic components

None

Definition

Describes theumerical order of any changes

Data constraint

INT Decima)

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

N.2.3.7originFixity

Semantic components

None

Definition

Describes a fixity value for the original(preange) object

Data constraint

Must specify the fixity type

Repeatability

Not repeatable

Obligation

Mandatory




Semantic unit

N.2.3.8finalFixity

Semantic components

None

Definition

Describes a fixity value for the final (changed) object

Data constraint

Must specify the fixity type

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

N.2.4 ComplexBitstreamChange

Semantic components

N.2.4.1 originStartOffset
N.2.4.2originEndOffset
N.2.4.3finalStartOffset
N.2.4.4 findEndOffset
N.2.4.5 drection
N.2.4.60riginFileLength
N.2.4.7 findFileLength
N.2.4.8originValue
N.2.4.9 finalValue
N.2.4.10changeOrder
N.2.4.11 originFixity
N.2.4.12 finalFixity

Used to decribe a complex change to a bitstream prior to formal

Definition .

ingest

Holding simple bit stream change data in a structured way allows t
Rationale changes to be systematically rolkdack if required for delivery of the

original file as was first encountered

Data constraint Container
Repeatability Repeatable
Obligation Optional

Usage notes

Repeated use of this must be managed carefully to preserve offset
pointers though considered use of tikbangeOrdecomponent

Include simple & complex changes ovesiregle document




Semantic unit

N.2.4.1 originStartOffset

Semantic components

None

Definition

Records the starting offset for the change (smaltgfget # ofaffected
bytes)

Data constraint

INT (DECIMAdr Hey

Repeatability

Not Repeatable

Obligation

Mandatory

Semantic unit

N.2.4.2 originEndOffset

Semantic components

None

Definition

Records theendingoffset for the changelérgestoffset # ofaffected
bytes)

Data constraint

INT (DECIMAdr Hey)

Repeatability

Not Repeatable

Obligation

Mandatory

Semantic unit

N.2.4.3 finalStartOffset

Semantic components

None

Definition

Records the starting offset for the change (smaltdfget # ofaffected
bytes)

Data constraint

INT (DECIMAdr Hey

Repeatability

Not Repeatable

Obligation

Mandatory




Semantic unit

N.2.4.4 finalEndOffset

Semantic components

None

Definition

Records theendingoffset for the changelérgestoffset # ofaffected
bytes)

Data constraint

INT (DECIMAdr Hey

Repeatability

Not Repeatable

Obligation

Mandatory

Semantic unit

N.2.4.5 direction

Semantic components

None

Definition

Records the type of change made

Data constraint

Value should be taken from a controlled vocabulary.
hyteée LISNYAGGSR @FfdzSa ' NB W! RH

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

N.2.4.6 originFileLength

Semantic components

None

Definition

Records the file size in bits of the original file

Data constraint

INT (DECIMAL)

Repeatability

Not Repeatable

Obligation Mandatory
This field should record the file size (as total number of bytes) prior
the individual recorded change being made (not the size of the initi
Usagenotes

file size of the object, as it will be used as checking method to ensy
that any roltback is succesdiu




Semantic unit

N.2.4.7 finalFileLength

Semantic components

None

Definition

Records the file size in bits of thaalfile

Data constraint

INT (DECIMAL)

Repeatability

Not Repeatable

Obligation

Mandatory

Usage notes

This field should recorthe file size (as total number of bytes) after th
individual recorded change being made (not the size of the final filg
size of the object, as it will be used as checking method to ensure |
any roltback is successful).

Semantic unit

N.2.4.8 origin\alue

Semantic components

None

Definition

Describes thgre-change value of the bytes under change

Data constraint

INT (Hexadecimal)

Must include any encoding used to represent data elements (e.g.
base64)

Must support NULL values

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

N.2.4.9 finalValue

Semantic components

None

Definition

Describes thgostchange value of the bytes under change

Data constraint

INT (Hexadecimal)

Must include any encoding used to represent dakements (e.g.
base64)

Must support NULL values

Repeatability

Not repeatable

Obligation

Mandatory




Semantic unit

N.2.4.10 changeOrder

Semantic components

None

Definition

Records the order changes need to be made in, if the parent entity,
repeated

Data constraint

7 A

INT (decimall L ¥ GKSNB Aa 2yfeée 2yS OK

Repeatability

Not Repeatable

Obligation

Mandatory

Semantic unit

N.2.4.11 originFixity

Semantic components

None

Definition

Describes a fixity value for ttwgiginal(prechange) object

Data constraint

Must specify the fixity type

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

N.2.4.12 finalFixity

Semantic components

None

Definition

Describes a fixity value for the final (changebject

Data constraint

Must specify the fixity type

Repeatability

Not repeatable

Obligation

Mandatory




Semantic unit

N.2.5 unstructuredChange

Semantic components

N.2.5.1 unstructure@hangeDetails
N.2.5.2 changeOrder

N.2.5.3 originFixity
N.2.5.4finalFixity

Definition Allows the recording of human readable changes
: Achange relategrrovenance note may be required that does not ne
Rationale :
to be machine read.
Data constraint Free Text
Repeatability Repeatable
Obligation Optional
Usage should be kept to a minimum, iiraquently occurringiote is
required;it is advisable to define a netypethat is machine readable.
Usagenotes Failing that, the note could be structured in such a way that machin

readability can be inferred through osistent use of informational
separators and informational components inside the record

Semantic unit

N.2.5.1 unstructure€hangeDetails

Semantic components

None

Definition

Describes thehangerecord in a human readable way

Data constraint

Free Text

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

N.2.5.2changeOrder

Semantic components

None

Definition

Records the order changes need to be made in, if the parent entity,
repeated

Data constraint

INT (decimal If thereisony2 y S OKI y3S3: (KS @

Repeatability

Not Repeatable

Obligation

Mandatory




Semantic unit

N.2.5.3 originFixity

Semantic components

None

Definition

Describes a fixity value for the original(prleange) object

Data constraint

Must specify the fixity type

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

N.2.5.4 finalFixity

Semantic components

None

Definition

Describes a fixity value for the final (changed) object

Data constraint

Must specify the fixity type

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

N.2.60bservation

Semantic components

N.2.61 observationDetails

Allows the recording of human readalidbservations about a specific

Definition file / set of files
. An observation relatedote may be required that does not need to b
Rationale .
machine read.
Data constraint Free Text
Repeatability Repeatable
Obligation Optional

Usage notes

Usage should be kept to a minimum, fraquently occurringiote is
required;it is advisable to define a netypethat is machine readable.
Failing that, the note could be structured in such a way that machir]
readability can be inferred through consistent use of informational
separators and informational components inside theaw




Semantic unit

N.2.6.1observationDetails

Semantic components

None

Definition

Describes th@bservationrecord in a human readable way

Data constraint

Free Text

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

N.3noteDateTime

Semantic components

None

Definition

The single date and time, or date and time range, at or during whig
the note was created.

Data constraint

To aid machine processing, value should use a structured form. Tg
facilitate exchange d?PREMI€onformant metadata, use of standard
conventions, for instance as used in the date elements in the PRE]
schema, is recommended.

Examples

20050704T071530500 [July 4, 2005 at 7:15:30 a.m. EST]
2006:07-16T19:20:30+01:00
20050705T0718H500/2005070907200500 [from 7:15 a.m. EST to
7:20 a.m. EST on July 4, 2005]

200403-17 [March 17, 2004, only the date is known]

Repeatability

Not repeatable

Obligation

Mandatory

Usage Notes

Recommended practice is to record the most specific time possiblg
and todesignate the time zone.




Semantic unit

N.4 noteDescription

Semantic components

None

Definition

Additional information about the note.

Data constraint

None

Examples

GThis file was amended lige TechnicalAnalystusing HexEdst

Repeatability

Not repeatable

Obligation

Optional

Usage Notes

noteDescriptions not intended to be processed by machine. It may
record any information about aobjectand/or point to informatioral
sourcesstored elsewhere.

Semantic unit

N.5 linkingAgentldentifer

Semantic components

N.5.1 linkingAgentldentifierType
N.5.2 linkingAgentldentifierValue
N.5.3 linkingAgentRole

Definition Information about an agent associated with an event.

. Digital provenance requires often that relationships between agent
Rationale

and notes are documented.

Data constraint Container
Repeatability Repeatable
Obligation Optional
Creation / Recommended practice is to record the agent if an agent is used tq

Maintenance notes

automatically generate the note.




Semantic unit

N.5.1linkingAgentidentifierType

Semantic components

None

Definition

A designation of the domain in which the linking agent identifier is
unique.

Data constraint

Value should be taken from a controlled vocabulary.

Examples

[see examples forgentldentifierTypk

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

N.5.2 linkingAgentldentifierValue

Semantic components

None

Definition

The value of the linking agent identifier.

Rationale

None

Data constraint

[see examples forgentldentifierValug

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

N.5.3 linkingAgentRole

Semantic components

None

Definition

The role of the agent in relation to this event.

Rationale

Notescan have more than one agent associated with them. The rol
each agent may need to be documented.

Data constraint

Values should be taken from a controlled vocabulary.

Examples

Authorizer
Implementer
Validator
Executing program

Repeatability

Repeatable

Obligation

Optional




Semantic unit

N.6 linkingObjectldentifier

Semantic components

2.6.1 linkingObjectldentifierType
2.6.2 linkingObjectldentifierValue
2.6.3 linkingObjectRole

Definition Information about an object associated with a note.
. Digital provenance often requires that relationships between object
Rationale
and notes are documented.
Data constraint Container
Repeatability Repeatable
Obligation Optional

Semantic unit

2.6.1 linkingObjectldentifierType

Semantic components

None

Definition

A designation of the domain in which the linking object identifier is
unique.

Data constraint

Value should be taken from a controlled vocabulary.

Examples

[see examples fanbjectldentifierTypke

Repeatability

Not repeatable

Obligation

Mandatory

Semantic unit

2.6.2 linkingObjectldentifierValue

Semantic components

None

Definition

The value of the linking object identifier.

Data Constraint

None

Examples

[see examples fonbjectldentifierValug

Repeatability

Not repeatable

Obligation

Mandatory




Semantic unit

2.6.3 linkingObjectRole

Semantic components

None

Definition The role of the object associated with a note.
Distinguishes the role of the object in relationnote. If this is not
Rationale explicit it is necessary tanalysethe relationship between objects in
the object metadata.
Data constraint None
source
Examples
outcome
Repeatability Repeatable

Obligation

Optional




Data Model Semantic Unit Map

(N.l,l noteldentifierType (M NR)J

—
N.1 noteldentifier (M NR)
o

[ N.L.2 noteldentifiervalue (M Nn)]

N.2.1.1 originValue (M NR)
—
N.2.1 filenameChange (O NR)
T ®( n.2.1.2 finalvalue (M NR)

()
T | N.2.2.2 finalValue (M NR)
N.2.3.1 location (M NR)
N.2.3.2 direction (M NR)
N.2.3.3 lengthOfChange (M NR)]
/;2.3.4 originValue (M NR)
_——
[N‘ZAB simpleBitstreamChange (O R)J
[ n.2.3.5 finalvalue (M NR)
N.2.3.6 changeOrder (M NR)

N.2.3.7 originFixity (M NR)

[N.z,z fileExtensionChange (O NR)J

_

N.2 noteType (M R)

N.2.3.8 finalFixity (M NR)

[N,ZA.I originChangeStartOffset (M NR)]

N.2.4.2 originChangeEndOffset (M NR)]

= R’J—_’[ N.2.4.3 finalChangeStartOffset (M NR) |
—

[N.2.4 complexBitstreamChange

N.2.4.4 finalChangeEndOffset (M NR)J

N.2.4.5 direction (M NR)

N.2.4.6 originFileLength (M NR)J

N.3 noteDateTime (M NR)

N.2.4.7 finalFileLength (M NR)

N.2.4.8 originvalue (M NR)

N.2.4.9 finalValue (M NR)

N.4 noteDescription (O NR)

N.2.4.10 changeQrder (M NR)

N.2.4.11 originFixity (M NR)

N.2.4.12 finalFixity (M NR)

(N.Z.S.l unstructuredChangeDetails (M NR)J

(4:2:5 unstructuredChange (0 R |——————{ :2:4.10 changeOrder (M NR)
T
N.2.5.4 finalFixity (M NR)

N.2.6 observation (O R) —p[N.MJ observationDetails (M NR))

(N.S.l linkingAgentIdentifierType (M NR))

[N.B linkingAgentidenitfier (O NR) )—b[N‘S.Z linkingAgentIdentifiervalue (M NR)]

N.5.3 linkingAgentRole (O NR)

(N.G.l linkingObjectIdentifierType (M NR)‘]

/

[N.S linkingObjectldentifer (O NR)]—}[N‘G.Z linkingObjectIdentifiervValue (M NR)]

N.6.3 linkingObjectRole (O NR)




Provenance Data Model Examples

Example set 1 7z Filename and files Extension Changes:

A) A file namedluesday.March.1992.dés due to be ingested into the preservation repository.

As permitted by the preonditioning policy, a decision is made to adjust the filename to remove the

extra full stops.

The Provenance Data Model for this object would be completed as follows:

Field

Value

N.2noteType

N.2.1fileNameChange

N.2.1.1 originValue

Tuesday.March.1992

N.2.1.2 finalValue

Tuesday_March_1992

N.2.2 fileExtensionChange

N.2.2.1 originValue

N.2.2.2 finalValue

N.2.3 simpleBitstreamChange

N.2.3.1 location

N.2.3.2 direction

N.2.3.3 lengthOfChange

N.2.3.4originvValue

N.2.3.5finalValue

N.2.3.6changeOrder

N.2.3.7 originFixity

N.2.3.8finalFixity

N.2.4 complexBitstreamChange

N.2.4.loriginChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.25 unstructuredChange

N.25.1 unstructuredChangeDetails

N.2.5.2changeOrder

N. 2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails




A file namedReportinglist.xlSs due to be ingested into the preservation repository.
B) As permitted by the preonditioning policy, a decision is made to adjust the filename to

remove the nonstandar® character.

The Provenance Data Model for this object would be completed as follows

Field Value
N.2noteType
N.2.1 fileNameChange
N.2.1.1 originValue ReportingfList
N.2.1.2 finalValue Reporting List

N.2.2 fileExtensionChange

N.2.2.1 originValue

N.2.2.2 finalValue

N.2.3 simpleBitstreamChange

N.2.3.1 location

N.2.3.2 direction

N.2.3.3lengthOfChange

N.2.3.4originValue

N.2.3.5 finalValue

N.2.3.6changeOrder

N.2.3.7 originFixity

N.2.3.8finalFixity

N.2.4complexBitstreamChange

N.2.4.1 originChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.25 unstructuredChange

N.25.1unstructuredChangeDetails

N.2.5.2changeOrder

N.2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails




C) A file namedmage.jpgis due to be ingested into the preservation repository.

As permitted by the pre&onditioning policy, the file has been identified as a plggtype, and the
file extension will be adjusted to reflect this.

The Provenance Data Model for this object Wwbbe completed as follows:

Field Value

N.2noteType

N.2.1 fileNameChange

N.2.1.1 originValue

N.2.1.2 finalValue

N.2.2 fileExtensionChange

N.2.2.1 originValue jpg

N.2.2.2 finalValue png

N.2.3 simpleBitstreamChange

N.2.3.1 location

N.2.3.2 direction

N.2.3.3lengthOfChange

N.2.3.4originValue

N.2.3.5 finalValue

N.2.3.6changeOrder

N.2.3.7 originFixity

N.2.3.8finalFixity

N.2.4complexBitstreamChange

N.2.4.1 originChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.25 unstructuredChange

N.25.1unstructuredChangeDetails

N.2.5.2changeOrder

N. 2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails




D) A file namedmageis due to be ingested into the preservation repository.

As permitted by the preonditioning policy, the file has been identified as a pngiyie, and the
file extension will be adjusted to reflect this.

The Provenance Data Model for this object Wwbbe completed as follows:

Field Value

N.2noteType

N.2.1 fileNameChange

N.2.1.1 originValue

N.2.1.2 finalValue

N.2.2 fileExtensionChange

N.2.2.1 originValue NULL

N.2.2.2 finalValue png

N.2.3 simpleBitstreamChange

N.2.3.1 location

N.2.3.2 direction

N.2.3.3lengthOfChange

N.2.3.4originValue

N.2.3.5 finalValue

N.2.3.6changeOrder

N.2.3.7 originFixity

N.2.3.8finalFixity

N.2.4complexBitstreamChange

N.2.4.1 originChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.25 unstructuredChange

N.25.1unstructuredChangeDetails

N.2.5.2changeOrder

N. 2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails




E) A file namedmageMay.1998.jpgs due to be ingested into the preservation repository.

As permitted by the preonditioning policy, the file has been identified as a pngtyite. The file
extension will be adjusted to reflect this, and the extra full stops will also be removed.

The Provenance Data Model for this object would be completed as follows:

Field

Value

N.2noteType

N.2.1 fileNameChange

N.2.1.1 originValue

imageMay.1998

N.2.1.2 finalValue

Image May_1998

N.2.2 fileExtensionChange

N.2.2.1 originValue

jPg

N.2.2.2 finalValue

png

N.2.3 simpleBitstreamChange

N.2.3.1 location

N.2.3.2 direction

N.2.3.3 lengthOfChange

N.2.3.4originValue

N.2.3.5 finalValue

N.2.3.6changeOrder

N.2.3.7 originFixity

N.2.3.8finalFixity

N.2.4 complexBitstreamChange

N.2.4.loriginChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.25 unstructuredChange

N.25.1 unstructuredChangeDetails

N.2.5.2changeOrder

N. 2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails




F) A file namedmageMay.1998isdue to be ingested into the preservation repository.

As permitted by the preonditioning policy, the file has been identified as a pngtyite. The file
extension will be adjusted to reflect this, and the extra full stops will also be removed.

The Povenance Data Model for this object would be completed as follows:

Field

Value

N.2noteType

N.2.1 fileNameChange

N.2.1.1 originValue

imageMay.1998

N.2.1.2finalValue

Image May_1998

N.2.2 fileExtensionChange

N.2.2.1 originValue

NULL

N.2.2.2 finalValue

png

N.2.3 simpleBitstreamChange

N.2.3.1 location

N.2.3.2 direction

N.2.3.3 lengthOfChange

N.2.3.4originValue

N.2.3.5 finalValue

N.2.3.6changeOrder

N.2.3.7 originFixity

N.2.3.8finalFixity

N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.25 unstructuredChange

N.25.1 unstructuredChangeDetails

N.2.5.2changeOrder

N. 2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails




Example set 2 7 Simple Bitstream Changes:
A) During assessment, a file due to be ingested into the preservation repository has been found
to be missing a coherent EOF markel of / 19 lh Gi€®required by the particular file type).

As permitted by the preonditioning policy, the EOF marker will be added to the file.

The Provenance Data Model for this object would be completed as follows:

Field Value

N.2noteType

N.2.1 fileNameChange

N.2.1.1 originValue

N.2.1.2 finalValue

N.2.2 fileExtensionChange

N.2.2.1 originValue

N.2.2.2 finalValue

N.2.3 simpleBitstreamChange

N.2.3.1 location EOF

N.2.3.2 direction ADDITION

N.2.3.3 lengthOfChange 4
N.2.3.4originValue NULL

N.2.3.5 finalValue 0x25 045 0x4f 0x46
N.2.3.6changeOrder 1

N.2.3.7 originFixity 1db06cbb83bdf96cc09640e0488d64
N.2.3.8finalFixity 90722d242dd20adee3884c5d95cf5¢

N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.25 unstructuredChange

N.25.1 unstructuredChangeDetails

N.2.5.2changeOrder

N. 2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails




B) During assessment, a file due to be ingested into the preservation repository has been found
to hold superfluous data after the EOF marker (as required by the particular file type).

As permitted by the preonditioning policy, datafter the EOF marker will be removed from the file.

The Provenance Data Model for this object would be completed as follows:

Field Value

N.2noteType

N.2.1 fileNameChange

N.2.1.loriginValue

N.2.1.2 finalValue

N.2.2 fileExtensionChange

N.2.2.1 originValue

N.2.2.2 finalValue

N.2.3 simpleBitstreamChange

N.2.3.1 location EOF

N.2.3.2 direction SUBTRACTION

N.2.3.3 lengthOfChange 8

N.2.3.4originValue 0x00 0x00 0x00 0x00 0x00 0x00 0x
0x00

N.2.3.5finalValue NULL

N.2.3.6changeOrder 1

N.2.3.7 originFixity 1db06cbb83bdf96cc09640e0488d64

N.2.3.8finalFixity 90722d242dd20adee3884c5d95cf5¢

N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.25 unstructuredChange

N.25.1 unstructuredChangeDetails

N.2.5.2changeOrder

N. 2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails




C) During assessment, a file due to be ingested into the preservation repository has been found

to hold an incorrect EOF marke9 h L Q Ay aidSIR 2F W9hCQ oI &

type).

As permitted by the preonditioning policy, the EOF markeilvioie corrected in the file.

The Provenance Data Model for this object would be completed as follows:

Field Value
N.2noteType

N.2.1 fileNameChange
N.2.1.1 originValue
N.2.1.2 finalValue

N.2.2 fileExtensionChange
N.2.2.1 originValue
N.2.2.2 finalValue

N.2.3 simpleBitstreamChange
N.2.3.1 location EOF
N.2.3.2 direction DELTA
N.2.3.3 lengthOfChange 3
N.2.3.4originValue 0x45 0x4f 0x49
N.2.3.5 finalValue 0x45 0¥4f 0x46
N.2.36 changeOrder 1

N.2.3.7 originFixity

1db06cbb83bdf96cc09640e0488d64|

N.2.3.8finalFixity

90722d242dd20adee3884c5d95cf5¢

N.2.4 complexBitstreamChange

N.2.4.loriginChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.25 unstructuredChange

N.25.1 unstructuredChangeDetails

N.2.5.2changeOrder

N.2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails

NB |j



D) During assessment, a file due to be ingested into the preservation repository has been found

to hold an incorrect BOF market!. hL Q AyadSIR 2F W. hCQ ol &

type).

As permitted by the preonditioning policy, the BOF markeniiie corrected in the file.

The Provenance Data Model for this object would be completed as follows:

Field Value
N.2noteType

N.2.1 fileNameChange
N.2.1.1 originValue
N.2.1.2 finalValue

N.2.2 fileExtensionChange
N.2.2.1 originValue
N.2.2.2 finalValue

N.2.3 simpleBitstreamChange
N.2.3.1 location BOF
N.2.3.2 direction DELTA
N.2.3.3 lengthOfChange 3
N.2.3.4originValue 0x42 0x4f 0x46
N.2.3.5 finalValue 0x42 Ox4f 0x49
N.2.3.6changeOrder 1

N.2.3.7 originFixity

1db06cbb83bdf96cc09640e0488d64|

N.2.3.8finalFixity

90722d242dd20adee3884c5d95cf5¢

N.2.4 complexBitstreamChange

N.2.4.loriginChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.25 unstructuredChange

N.25.1 unstructuredChangeDetails

N.2.5.2changeOrder

N.2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails

NB |j



E) During assessment, a file due to be ingested into the preservation repository has been found

to hold superfluous padding data ahead of the BOF markes required by the particular

file type).

As permitted by the preonditioning policy, the padding dawill be removed from the file.
The Provenance Data Model for this object would be completed as follows:

Field Value
N.2noteType

N.2.1 fileNameChange
N.2.1.1 originValue
N.2.1.2 finalValue

N.2.2 fileExtensionChange
N.2.2.1 originValue
N.2.2.2 finalValue

N.2.3 simpleBitstreamChange
N.2.3.1 location BOF
N.2.3.2 direction SUBTRACTION
N.2.3.3 lengthOfChange 8
N.2.3.4originValue 0x00 0x00 0x00 0x00 0x00 0x00 0x

0x00

N.2.3.5 finalValue NULL
N.2.3.6changeOrder 1

N.2.3.7 originFixity

1db06cbb83bdf96cc09640e0488d64|

N.2.3.8finalFixity

90722d242dd20adee3884c5d95cf5¢

N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.25 unstructuredChange

N.25.1 unstructuredChangeDetails

N.2.5.2changeOrder

N.2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails




F) During assessment, a file due to be ingested into the preservatipository has been found
G2 f1 01 G§KS | LILIN®BOEN s ie§uired byGhe WartibllarSiNlyger W

As permitted by the preonditioning policy, the BOF marker will be added to the file.

The Provenance Data Model for this object woulccbenpleted as follows:

Field Value
N.2noteType

N.2.1 fileNameChange
N.2.1.1 originValue
N.2.1.2 finalValue

N.2.2 fileExtensionChange
N.2.2.1 originValue
N.2.2.2 finalValue

N.2.3 simpleBitstreamChange
N.2.3.1 location BOF
N.2.3.2 direction ADDITION
N.2.3.3 lengthOfChange 4
N.2.3.4originValue NULL
N.2.3.5 finalValue 0x25 0x42 0x4f 0x46
N.2.3.6changeOrder 1

N.2.3.7 originFixity

1db06cbb83bdf96cc09640e0488d64|

N.2.3.8finalFixity

90722d242dd20adee3884c5d95cf5¢

N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.25 unstructuredChange

N.25.1 unstructuredChangeDetails

N.2.5.2changeOrder

N.2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails




During assessment, a file due to be ingested into the preservation repository has been found

G2 €101 GKS FLIINBLNARIFIGS . hC YENISNI 2F W:. hCQ
markerc (as required by the particular file type{To reduce wastedmce, unused

elements will not be represented)

As permitted by the preonditioning policy, the BOF marker will be added to the file, and the
superfluous data removed from the file.

The Provenance Data Model for this object would be completed as follows

Field Value

N.2noteType

N.2.1 fileNameChange

N.2.1.1 originValue

N.2.1.2 finalValue

N.2.2 fileExtensionChange

N.2.2.1 originValue

N.2.2.2 finalValue

N.2.3 simpleBitstreamChange

N.2.3.1 location BOF

N.2.3.2 direction ADDITION

N.2.3.3 lengthOfChange 4

N.2.3.4originValue 0x25 0x42 Ox4f 0x46

N.2.3.5 finalValue NULL

N.2.3.6changeOrder 1

N.2.3.7 originFixity 1db06cbb83bdf96cc09640e0488dGka;

N.2.3.8finalFixity 90722d242dd20adee3884c5d95cf5¢
N.2.3 simpleBitstreamChange

N.2.3.1 location EOF

N.2.3.2 direction SUBTRACTION

N.2.3.3lengthOfChange 8

N.2.3.4originValue 0x00 0x00 0x00 0x00 0x00 0x00 0x(

0x00

N.2.3.5 finalValue NULL

N.2.3.6changeOrder 2

N.2.3.7 originFixity 90722d242dd20adee3884c5d95cf5¢

N.2.3.8finalFixity 57cd276835183d2adda9717365a8f6

N.2.4 complexBitstreamChange
N.2.4.1 originChangeStartOffset
N.2.4.2 originChangeEndOffset
N.2.4.3finalChangeStartOffset
N.2.4.4finalChangeEndOffset
N.2.4.5direction
N.2.4.60riginFileLength
N.2.4.7finalFileLength
N.2.4.8originValue
N.2.4.9 finalValue
N.2.4.10changeOrder
N.2.4.11originFixity
N.2.4.12finalFixity




Example Set 3z Complex Bitstream Changes:

A) During assessment, a file due to be ingested into the preservation repository has been found
to contain an incorrect date/time separator inside the metadata. Following a robust
investigation a decision is made to change the separator to the correct \edaerging to
ISO 8601)As permitted by the preonditioning policy, the relevant bytes will be changed
inside the file.

The Provenance Data Model for this object would be completed as follows:

Field Value

N.2noteType

N.2.1 fleNameChange

N.2.1.1 originValue

N.2.1.2 finalValue

N.2.2 fileExtensionChange

N.2.2.1 originValue

N.2.2.2finalValue

N.2.3 simpleBitstreamChange

N.2.3.1 location

N.2.3.2 direction

N.2.3.3 lengthOfChange

N.2.3.4originValue

N.2.3.5finalValue

N.2.3.6changeOrder

N.2.3.7 originFixity

N.2.3.8finalFixity

N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset 247
N.2.4.2originChangeEndOffset 247
N.2.4.3finalChangeStartOffset 247
N.2.4.4finalChangeEndOffset 247

N.2.4.5direction DELTA
N.2.4.60riginFileLength 1126127
N.2.4.7finalFileLength 1126127
N.2.4.8originValue Oxca

N.2.4.9 finalValue 0x20
N.2.4.10changeOrder 1
N.2.4.11originFixity 1db06cbb83bdf96cc09640e0488d6a|
N.2.4.12inalFixity 90722d242dd20adee3884c5d95cf5¢

N.2.4.5unstructuredChange

N.25.1 unstructuredChangeDetails

N.2.5.2changeOrder

N.2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails




B) During assessment, a file due to be ingested into the preservation repository has been found
to contain two incorrect date/time separators inside the metadata. Following a robust
investigation a decision is made to change the sejpart® the correct value (according to
ISO 8601)As permitted by the preonditioning policy, the relevant bytes will be changed

inside the file.

(To reduce wasted space, unused elements will not be represented)

The Provenance Data Model for this olijemuld be completed as follows:

Field Value
N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset 0xf7
N.2.4.2 originChangeEndOffset 0xf7
N.2.4.3finalChangeStartOffset 0xf7
N.2.4.4finalChangeEndOffset 0xf7
N.2.4.5direction DELTA
N.2.4.60riginFileLength 1126127
N.2.4.7finalFileLength 1126127
N.2.4.8originValue Oxca
N.2.4.9 finalValue 0x20
N.2.4.10changeOrder 1

N.2.4.1loriginFixity

1db06cbb83bdf96cc09640e0488d6a

N.2.4.1ZinalFixity

90722d242dd20adee3884c5d95cf5¢

N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset 0x476
N.2.4.2 originChangeEndOffset 0x476
N.2.4.3finalChangeStartOffset 0x476
N.2.4.4finalChangeEndOffset 0x476
N.2.4.5direction DELTA
N.2.4.60riginFileLength 1126127
N.2.4.7finalFileLength 1126127
N.2.4.8originValue Oxca
N.2.4.9 finalValue 0x20
N.2.4.10changeOrder 2

N.2.4.1loriginFixity

90722d242dd20adee3884c5d95cf5¢

N.2.4.1ZinalFixity

57cd276835183d2adda9717365a8f6




C) During assessment, a file due to be ingested into the preservation iteppsas been found
to contain an erroneous value. Following a robust investigation a decision is made to change
the separator to the correct value (accordingl80 8601)As permitted by the pre
conditioning policy, the relevant bytes will be changesidie the file.

(To reduce wasted space, unused elements will not be represented)

The Provenance Data Model for this object would be completed as follows:

Field Value

N.2.4 complexBitstreamChange
N.2.4.1 originChangeStartOffset 0x4b93
N.2.4.2 originChangeEndOffset 0x4b9a
N.2.4.3finalChangeStartOffset 0x4b93
N.2.4.4finalChangeEndOffset 0x4b93
N.2.4.5direction SUBTRACTION
N.2.4.60riginFileLength 24241386
N.2.4.7finalFileLength 24241378
N.2.4.8originValue 0x610x63 0x73 0x70x41 0x40 0x40 0x4q
N.2.4.9 finalValue NULL
N.2.4.10changeOrder 1
N.2.4.1loriginFixity 1db06cbb83bdf96cc09640e0488d6afl
N.2.4.1ZinalFixity 90722d242dd20adee3884c5d95¢f5¢36




D) During assessment, a file due to be ingested into the preservation repository has been found

to contain two erroneous values. Following a robust investigation a decision is made to
change the separator to the correcalue (according téSO 8601)As permitted by the pre
conditioning policy, the relevant bytes will be changed inside the file.

(To reduce wasted space, unused elements will not be represented)

The Provenance Data Model for this object would be complatetbllows:

Field Value

N.2.4 complexBitstreamChange
N.2.4.1 originChangeStartOffset 0x4b93
N.2.4.2 originChangeEndOffset 0x4b9a
N.2.4.3finalChangeStartOffset 0x4b93
N.2.4.4finalChangeEndOffset 0x4b93
N.2.4.5direction SUBTRACTION
N.2.4.60riginFileLength 24241386
N.2.4.7finalFileLength 24241378
N.2.4.8originValue 0x61 0x63 0x73 Ox k41 0x40 0x40 0x4q
N.2.4.9 finalValue NULL
N.2.4.10changeOrder 1

N.2.4.1loriginFixity

1db06cbb83bdf96cc09640e0488d6afl

N.2.4.1ZinalFixity

90722d242dd20adee3884c5d95cf5¢c36

N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset 0x4753

N.2.4.2 originChangeEndOffset 0x4757
N.2.4.3finalChangeStartOffset 0x4753
N.2.4.4finalChangeEndOffset 0x4753
N.2.4.5direction SUBTRACTION
N.2.4.60riginFileLength 24241378
N.2.4.7finalFileLength 24271373
N.2.4.8originValue Oxff Oxc0 0x00 0x11 0x08
N.2.4.9 finalValue NULL
N.2.4.10changeOrder 2

N.2.4.1loriginFixity

90722d242dd20adee3884c5d95cf5c36

N.2.4.1ZinalFixity

57cd276835183d2adda9717365a8f682




E) During assessment, a file due to be ingested into the preservation repository has been found
to contain an erroneous value that requires removal, and to be missing an essential value

that should be added. Following a robust investigation a decision is atenge the
separator to the correct value (accordingl®0 8601)As permitted by the preonditioning
policy, the relevant bytes will be changed inside the file.

(To reduce wasted space, unused elements will not be represented)

The Provenance Datdodel for this object would be completed as follows:

Field Value
N.2.4 complexBitstreamChange
N.2.4.1 originChangeStartOffset 0x4b93
N.2.4.2 originChangeEndOffset 0x4b93
N.2.4.3finalChangeStartOffset 0x4b93
N.2.4.4finalChangeEndOffset 0x4b9a
N.2.4.5direction ADDITION
N.2.4.60riginFileLength 242413870
N.2.4.7finalFileLength 24241378
N.2.4.8originValue NULL
N.2.4.9 finalValue 0x61 0x63 0x73 Ox k41 0x40 0x40 0x4q
N.2.4.10changeOrder 1

N.2.4.1loriginFixity

1db06cbb83bdf96cc09640e0488d6afl

N.2.4.1ZinalFixity

90722d242dd20adee3884c5d95cf5¢c36

N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset 0x4753

N.2.4.2 originChangeEndOffset 0x4757
N.2.4.3finalChangeStartOffset 0x4753
N.2.4.4finalChangeEndOffset 0x4753
N.2.4.5direction SUBTRACTION
N.2.4.60riginFileLength 24241378
N.2.4.7finalFileLength 24271373
N.2.4.8originValue Oxff Oxc0 0x00 0x11 0x08
N.2.4.9 finalValue NULL
N.2.4.10changeOrder 2

N.2.4.1loriginFixity

90722d242dd20adee3884c5d95cf5c36

N.2.4.1ZinalFixity

57cd276835183d2adda9717365a8f682




F) During assessment, a file due to be ingested into the preservation repository has been found
to contain an erroneous value that requires removal, a value that requires correcting, and

to be missing an essential valtieat should be added. Following a robust investigation a
decision is made to change the separator to the correct value (accordisgX8601)As
permitted by the preconditioning policy, the relevant bytes will be changed inside the file.

(To reduce wasted space, unused elements will not be represented)

The Provenance Data Model for this object would be completed as follows:

Field Value
N.2.4 complexBitstreamChange
N.2.4.1 originChangeStartOffset 0x4b93
N.2.4.2originChangeEndOffset 0x4b93
N.2.4.3finalChangeStartOffset 0x4b93
N.2.4.4finalChangeEndOffset 0x4b9a
N.2.4.5direction ADDITION
N.2.4.60riginFileLength 242413870
N.2.4.7finalFileLength 24241378
N.2.4.8originValue NULL
N.2.4.9 finalValue 0x61 0x63 0x73 Ox k41 0x40 0x40 0x4q
N.2.4.10changeOrder 1

N.2.4.1loriginFixity

1db06cbb83bdf96cc09640e0488d6afl

N.2.4.1ZinalFixity

90722d242dd20adee3884c5d95cf5¢c36

N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset 0x4753

N.2.4.2 originChangeEndOffset 0x4757
N.2.4.3finalChangeStartOffset 0x4753
N.2.4.4finalChangeEndOffset 0x4753
N.2.4.5direction SUBTRACTION
N.2.4.60riginFileLength 24241378
N.2.4.7finalFileLength 24271373
N.2.4.8originValue Oxff Oxc0 0x00 0x11 0x08
N.2.4.9 finalValue NULL
N.2.4.10changeOrder 2

N.2.4.1loriginFixity

90722d242dd20adee3884c5d95cf5c36

N.2.4.1ZinalFixity

57cd276835183d2adda9717365a8f682

N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset 0xa753
N.2.4.2 originChangeEndOffset 0xa753
N.2.4.3finalChangeStartOffset 0xa753
N.2.4.4finalChangeEndOffset 0xa753
N.2.4.5direction DELTA
N.2.4.60riginFileLength 24271373
N.2.4.7finalFileLength 24271373
N.2.4.8originValue Oxff
N.2.4.9finalValue 0x00
N.2.4.10changeOrder 3

N.2.4.11originFixity

57cd276835183d2adda9717365a8f682

N.2.4.12finalFixity

bflee7f99ec07e384fd705809b2ba5e6




Example Set 4z Simple and Complex Bitstream Changes:

A) During assessment, a file due to be ingested into the preservation repository has been found
to contain an incorrect date/time separator inside the metadata, and to have some
superfluous padding data at the EOF. Following a robust investigation a desisiade to
change the separator to the correct value (accordingS@ 8601)As permitted by the pre
conditioning policy, the relevant bytes will be changed inside the file.

The Provenance Data Model for this object would be completed as follows:

Field Value

N.2noteType

N.2.1 fileNameChange

N.2.1.1 originValue

N.2.1.2 finalValue

N.2.2 fileExtensionChange

N.2.2.1loriginValue

N.2.2.2 finalValue

N.2.3 simpleBitstreamChange

N.2.3.1 location EOF

N.2.3.2 direction SUBTRACTION

N.2.3.3 lengthOfChange 0x8

N.2.3.4originValue 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0xX

N.2.3.5 finalValue NULL

N.2.3.6changeOrder 2

N.2.3.7 originFixity 1db06cbb83bdf96cc09640e0488d6afl

N.2.3.8finalFixity 90722d242dd20adee3884c5d95¢f5¢36
N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset 247

N.2.4.2 originChangeEndOffset 247

N.2.4.3finalChangeStartOffset 247

N.2.4.4finalChangeEndOffset 247

N.2.4.5direction DELTA

N.2.4.60riginFileLength 1126127

N.2.4.7finalFileLength 1126127

N.2.4.8originValue Oxca

N.2.4.9 finalValue 0x20

N.2.4.10changeOrder 1

N.2.4.1loriginFixity 90722d242dd20adee3884c5d95cf5¢c36

N.2.4.1ZXinalFixity 57¢cd276835183d2adda9717365a8f682

N.2.4.5 unstructuredChange

N.25.1 unstructuredChangeDetails

N.2.5.2changeOrder

N.2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails

N.B: From this example, it can be seen that¢hangeOrdeelement should be carefully managed
to ensure that offset values are accurately preserved.



Example Set 5zUnstructured Changes:

A) A change is required for a file that is not covered explicitly by any other change type. A
human readable note is therefore required to record the interaction i file.

The Provenance Data Model for this object would be completed as follows:

Field

Value

N.2noteType

N.2.1 fileNameChange

N.2.1.1 originValue

N.2.1.2 finalValue

N.2.2 fileExtensionChange

N.2.2.1 originValue

N.2.2.2 finalValue

N.2.3 simpleBitstreamChange

N.2.3.1 location

N.2.3.2 direction

N.2.3.3 lengthOfChange

N.2.3.4originValue

N.2.3.5 finalValue

N.2.3.6changeOrder

N.2.3.7 originFixity

N.2.3.8finalFixity

N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.2.4.5unstructuredChange

N.2.5.1 unstructuredChangeDetails

This file was originally saved with an
incorrect internal table setup. To prevent
render errors,this file has been open,
saved and closed with MSWORD 2007

N.2.5.2changeOrder

1

N.2.5.3originFixity

1db06cbb83bdf96cc09640e0488d6afl

N. 2.5.4finalFixity

90722d242dd20adee3884c5d95cf5c36

N.2.4.6 observation

N.2.4.61 observationDetails




Example Set 6 zObservations:
A) Afile is discovered with a significant technical/interaction feature that is anomalous and
would be valuable to future users of the file. A human readable note is therefore required
to record the interaction with the file.

The ProvenancBata Model for this object would be completed as follows:

Field Value

N.2noteType

N.2.1 fileNameChange

N.2.1.1 originValue

N.2.1.2 finalValue

N.2.2fileExtensionChange

N.2.2.1 originValue

N.2.2.2 finalValue

N.2.3 simpleBitstreamChange

N.2.3.1 location

N.2.3.2 direction

N.2.3.3 lengthOfChange

N.2.3.4originValue

N.2.3.5 finalValue

N.2.3.6changeOrder

N.2.3.7 originFixity

N.2.3.8finalFixity

N.2.4 complexBitstreamChange

N.2.4.1 originChangeStartOffset

N.2.4.2 originChangeEndOffset

N.2.4.3finalChangeStartOffset

N.2.4.4finalChangeEndOffset

N.2.4.5direction

N.2.4.60riginFileLength

N.2.4.7finalFileLength

N.2.4.8originValue

N.2.4.9 finalValue

N.2.4.10changeOrder

N.2.4.1loriginFixity

N.2.4.1ZinalFixity

N.2.4.5 unstructuredChange

N.25.1unstructuredChangeDetails

N.2.5.2changeOrder

N.2.5.3originFixity

N. 2.5.4finalFixity

N.2.4.6 observation

N.2.4.61 observationDetails This database file opens correctly with M
ACCESS 2007, however, due to an
unresolved issue with this file, at the first
GAYS 2F dzaSs Ho WS
user to manually click OK on every erro
occasion.




Example Set 7 zA simple change with a description:
A) During assessment, a file due to be ingested into the preservation repository has been found
to hold superfluous padding data ahead of the BOF markes required by the particular

file type).

As permitted by the preonditioning poicy, the padding data will be removed from the file and a
justification recorded for the change activity.

(To reduce wasted space, unused elements will not be represented)

The Provenance Data Model for this object would be completed as follows:
Field Value

N.2noteType

N.2.1 fileNameChange
N.2.1.1 originValue
N.2.1.2 finalValue

N.2.2 fileExtensionChange
N.2.2.1loriginValue
N.2.2.2 finalValue

N.2.3 simpleBitstreamChange

N.2.3.1 location BOF

N.2.3.2 direction SUBTRACTION

N.2.3.3 lengthOfChange 8

N.2.3.4originValue 0x00 0x00 0x00 0x00 0x00 0x00 0x

0x00

N.2.3.5 finalValue NULL

N.2.3.6changeOrder 1

N.2.3.7 originFixity 1db06cbb83bdf96cc09640e0488d64

N.2.3.8finalFixity 90722d242dd20adee3884c5d95cf5¢
N.4noteDescription This change was made to prevent th

file getting a null format ID from the
current system format ID agent
(DROID v5signature v58)




Example implementation

XML representation

To demonstrate how this information might be implemented in a real way, the data model was
expressed as basic XML form:

1 “%xul wversion='1l.0' encoding='utf-8§' 7=
Z  [E=provenanceNote>
3 [ <noteldentifiers>
I = <noteType>
B <filenameChange>
1z [ <fileExtensionChanges
1e M <gimpleBitstreamChanges
A <gomplexBitstreamChanges
40 [H <unstructuredChange>
45 B </noteTyper
47 <notebateTime />
45 <notelescription />
49 [ <linkingagentIdentifier>
54 [ <linkingChiectIdentifier>
52 </provenanceNote>
Expanded:
1 <?xml versiorn='1.0' encoding='utf-8'?=>
Z <provenancelNote>
3 g <noteldentifisrs
4 <noteldentifierType />
5 <noteldentifierValus />
& r =/noteldentifier>
7 E “noteType>
=) E <filenameChange>
9 <originalValue />
10 <finalValue />
11 7 </filenameChanges
1z <fileExtensionChanges
13 <originalValues /=
14 <finalValue />
15 r </fileExtenzsionChange>




16 H <simpleBitstreamChanges

17 <location /=

1s “<direction /=

19 <lengthOfChange /=

zZ0d <originValus /=

21 <finalValue />

Zz <changeCrder /=

23 “<originFixity />

z4 <finalFixity /=

Z5 B =/ simplebBitstreamChange>

za H <zomplexBitstreamChange>

27 <originChangeStartOffset />
Z5 “originChangeEndOffset />
29 <finalChange8tartoffset /=
30 <finalChangeEndOffset /=
31 “<direction /=

3z <originalFilelLength /=

33 <finalFilelLength /=

34 <originValue /=

35 <finalWValue /=

36 “changedrder /=

37 <originFixity /=

38 “<finalFixity /=

a9 B </complexBitstreamChange>

a0 = <unstructuredChange=

41 <unstructuredcChangelbetails />
42 <changeOrder /=

43 <originFixity /=

44 <finalFixity />

45 r </unstrusturedChange>

45 T </noteTypex

47 <notelateTime /=

45 “notelescription /*

42 o <linkingigentIdentifiers

50 <linkingigentIdentifierType />
51 <linkingigentIdentifiervalues /»
52 <linkingigentRole />

EEI </linkingAgentIdentifier>

54 o <linkingChijectIdentifiers

55 <linkingObjectIdentifierType />
56 <linkingOkhjectIdentifiervalue /=
57 <linkingohjectRole /=

58 T </linkingChjectIdentifiers

5%  ~=/{provenanceNote>

Ideally this should be supported by an appropriate XSD schema.



Implementing a Simple Bitstream Change with XML

Summary

To demonstrate the capabilities and expected usage of the proposed provenance note, an
implementation was constructed in python, using target files that have been collected by the NDHA
that display cheacteristics suitable for preonditioning and therefore a provenance note.

The files all have extraneous data following the end of file (EOF) marker. The file types are all either
PDF or JPG, both of which are found 'in the wild' by Library digitattmis.

The first method undertakes the preconditioning action (cleaning off the extraneous data, and
writing an XML PREMIS style provenance note), and the second function uses the ‘cleaned' file and
the XML note to reconstruct the original file as @svcollected.

MDS5 fixity checks and DROID checks are used throughout to demonstrate the accuracy of the both
the activity and the resulting objects.
The Files

A set of 132 files was taken from the Rosetta Technical Assessor Workbench. All of traédes
their DROID file format check because DROID returned a multiple match

This means that DROID was unable to find a signature based match for these files, and reverted to
the lower confidence extension based match.

When undertaking an extensianatch, DROID strips the file extension from the offered file, and
looks for matches in the extension space rather than the signature space.

With both JPG and PDF there are a number of matches (as there are a mfrdiffarent versions
of these formas).

This behaviour triggerstachnical error in RosettasRosetta requires a singleatthing format:

[ a_study_of Potential_Pharmacak... FL13355608 1 Tasgks failed a

Fixity CheckPass
Virus CheckPass
File FormatFail - Multiple formats found for file fvs_Error.8)

All thefilesused in this testvere exported from the system and individual assessed for the reason
for failure.

In all cases extraneous datasfound after the EOF or end of image (EOI) markers. Tinaeskers
are used by DROID to make a match, and therefore explain the réasfailing validation

! This is actually undertaken in the by Rosetta Format Validation Stack/Library, but as this action is a duplicate
of the extension matching process in DROID, for brevity DROID will be used to demonstrate the outcomes.



Examples

PDF

File A.pdf is one of the offending files. It renders perfect in a suitabléerefe.g. Adobe Reader 9).
When given to DROfIhe following result is offered:

This means that no matches have been found (although in Rosetta, all the possible matches to the
file extension would be offered as potential matches).

A binary view of thdile shows this extraneous data:

oo 0ol 02 03 0405 06 0% 03 09 0a Ob Oc 0d 0Oe OF

n0ogdcho 6% 6c 65 JE2 0a 3c 3c 0a  Z£ 53 6% Ya 65 20 31 39 iler.<<. /3ize 19
n0ogdceo 34 0a Z2£f 52 6L 6f 74 20 31 39 33 20 30 20 52 0Oa 4, /Root 193 0 R.
n0o0s0cdo 2f 49 6e 66 6f 20 31 =20 30 20 52 0a 2f 49 44 Sh AInfo 1 0 R./AIDL
noodsdced Jc 39 36 34 62 32 38 65 34 37 30 65 30 3% 36 34 «<£964hZ5e470e0964
QoogdcEl 37T 653 62 63 35 65 66 63 63 3T 3T 3§ 33 36 64 39 TebelefocTradods
n0ogadoo 33 3e 3c 39 36 34 62 32 33 65 34 3T 30 65 30 39 dr<90d4bha2ded70e0s
noogadlo Je 34 37 65 6E 65 35 65 66 63 63 3T 3T 38 33 36 a6d7ebeSefcc? 356
noos0d=20 64 39 38 Je SHd 0a 3e 32 0O0a 73 74 61 72 74 78 V2 dA98-=].x>. startxr
noos0ds0 65 66 0Oa 35 32 33 36 34 32 0a 25 25 45 4f 46 0Oa ef. 523642, 33E0F.
Qo0o0g0d40 0d 0a 2d 2d 24 2d 2d =24 3d 5€ 30 61l 7E 74 5L 3l e = Part 1
n0o0gadso 34 33 31 34 36 30 S5E£ 31 34 37 36 33§ 34 39 31 zZe 431460 14765491,
noogadeadn 31 33 34 36 31 39 33 32 34 39 32 36 33 24 Zd 0d 1346193249263 --.
noosadyo 0a

PDF files are expected to end with an EOF mark&6EORNd it is thisstringQs one of the parts
of the signatureghat DROID is looking ftw be able to offer a signature based match

£ DROID v6.01 CEE]

File Edit Run Filker Report Tools Help

| o e L A" m o I
— (]
OPBE2 = O® Y il
Mew Open Save Export Filter Report
Untitled-3 - %

~ Resource Extension Size Last modified Ids Format Version Mime type PUIC Method Hash
|E| CH\Docume. . pdf S15.4KE  6/09/12 2:06 PM (o} “Acrobat PDF 1.7 ... "1.7%, "1.6", "1.5"... application/pdf "Fmkf27E", “fmkfz0... Extension Oab9S4448cdafad...

To demonstrate this, the data after the EOF marker can be removed:

oo 01 0203 0405 06 07 08 09 0a 0Ob Oc Od Oe OF

00030caE0 30 20 de 20 0Oa 30 30 30 30 33 33 30 37 3¥ 34 20 0 n 0000330774
000s50c90 30 30 30 30 30 20 6e 20 0Oa 30 30 30 30 33 33 34 00000 n 0000334
00050can 35 32 34 20 30 30 30 30 30 Z0 ge 20 0Oa T4 TZ 6l 524 00000 n .tra
000s0cho 69 6c 65 72 0Oa 3c 3c O0a  2Z£ 53 69 Ta 65 20 31 39 iler.<<./3ize 19
00030ce0 34 0a Z£ 52 6f 6f Y4 20 31 3% 33 20 30 20 52 Oa 4, /Foot 193 0 R,
00050cdn Zf 49 ge 66 6f 20 31 20 30 =20 52 0a 2f 49 44 5b JSInfo 1 0 R./ID[
00080cen 3o 39 36 34 62 32 38 65 34 37 30 65 30 39 36 34 «<964b25ed70e0964
000s50cEn 37 65 62 65 35 65 66 83 63 37 37 38 33 3o 64 39 TebebefccTT7856d49
00030400 38 Je 3c 39 36 34 62 32 35 65 34 37 30 65 30 39 Gx<90dba8ed70e09
00050410 36 34 37 65 62 65 35 65 66 63 63 37 37 38 38 36 G47ebeSefcc77E56
0o0s0dz0 64 389 35 3e 5d 0a 3e 32 0a Y3 T4 61 72 T4 T3 T2 d98>].>>. startxr
0oo0s0430 65 66 0Oa 35 3Z 33 36 34 32 0a 25 25 45 4f 46 ef. 523642, ¥3E0F

2DROID version 6.01, signature vens63, container signature version 20120829, Max byte scén =



And the file offered to DROID again:
4 DROID v6.01 EEX

File Edit Run Fiker Report Tools Help

OFPB 2 += OO YT ol

Mewr Open Save Export Filter Report

- Resource Extension Size Last modified Ids Farmat Wersion Wirme type PUID Method Hash
Ci\Docume, . pdf SI5.3KE 27/09/12 10:45 AM v Acrobat PDF 1.3 - ... 1.3 applicationfpdf fmk/17 Signature 174cd2fa77d4f1d. ..

On this occasion, DROID offered a match of fmt/Which is expected (especially as the PDF version
of 1.3 can be observed in the binary viethe file in the header areafirst line):

000l 02 03 0405 06 07 083 09 Oa 0b Oc Od Oe OF

0oogoooo 25 50 44 46 24 31 Ze 33 0Oa 25 ez e3 cf d3 04 0Oa £PDF-1.3. xaa10..
0ooooolo 33 20 30 20 6f 62 6a O0a 3c 3c 2Z£f 44 5b 32 20 30 3 0 ob].<<L/D[2 0
0oooooz0 20 52 Zf 46 69 74 52 Z0 33 34 Z0 35 39 31 Z0 34 R/FitH 34 591 4
ooooooso 36 33 20 35 36 38 5d 3e 3e Oa 65 de 64 6f 62 fa 63 5658]xx. endob]
oooooodo 0a 34 20 30 20 6f 62 ga Oa 3Jc 3c Zf 44 5b 32 20 .4 0 ob].<</D[2
0o0ogoaso 30 20 52 2£ 46 69 74 52 20 30 20 353 39 31 20 34 0 R/FitR 0O 331 4
0oooooso 39 37 Z0 353 37 37 5d 3e  3e Oa 65 6e 64 6f 6Z Ba 97 377]>k.endob]
ooooooyo Oa 35 20 30 Z0 ef 62 ga Oa 3c 3c 2 4c 65 6e &7 .5 0 obj.<</Leng
ooooooso 74 65 20 33 36 37 37 Z£ 48 69 gc 74 65 Y2 ZE 46 th 3677/Filter/F
ooooooso gc 6l 74 65 44 63 63 6f 64 65 Je Je Y3 Y4 T2 63 latelecodex>atre
0o0o0gooan 6l 6d 0d 0a 65 de 94 59 db 72 db o5 11 7d d7 57 am. .hB<VIETE. § <17
0o0o0aoobo ed Z5 55 o3 94 03 63 66 30 b& 73 Zb O0Of 5a cP eb E3U4~. o0, x+. ZEE
ooooooco 55 62 Tb bd 96 76 5L ac 3c 40 Z4 24 62 0d 0Z Oc Ub {%-v_—<@55b. ..
oooooodo 00 4a 51 de £3 01 bb 5£ 31 af 4c 3f ee 01 45 50 LIQBS. ¥V LEL.HE

Thistype of problem was noted in all the 132 files comprising the test set.

Planning a pre -conditioning treatment

Having checked all the files in the set to establish that the problem encounter wasmonarpre
conditioning activity could be planned to treat all the offending files.

Following discussion with content owners / curators and other digital preservation colleagues, a
method was developed that sought to remove the offending data from the, fed allow the files

to be submitted into the system without error and with an accurate identificdtion

This was a good fit for testing the proposed PREMIS provenance note model, and as such a
treatment was planned that allowed the objects to be clearsedpte to be written, and both

objects given to the content owner / curator for them to decide how to best handle these objects

® http:/Avww.nationalarchives.gov.uk/pronom/fmt/17

* The supporting philosophy for this action will not be discussed in detail in this paper. In short, it is the view of
the NDHA digital presvation team that digital objects should be ingested into the permanent repository with
minimum interference, however where a file that purports to be of format type A (and this can be

demonstrated to be true) reversable action can be takento getthef S 12 WFAGQ 6AGK GKS
type cohort where possible as per the preconditioning policy (appendix A))



The Cleaner Script
A script was written in python that:

1) took an MDS5 fixity value for each file

2) the files are scanned l&ng for data following the EOF/EOI marker
3) once located, the extraneous data trimmed

4) anew trimmed version of the file was created

5) this file was also hashed

6) and supporting data stowed in an accompanying XML file

This resulted in two new objects being ated, the cleaned version of the file, and the XML file. The
new file was further passed through DROID, and rendered to ensure that a valid and accurate file
had been created.

Exploring the XML

As this implementation only looks at the activity describethie proposed PREMIS provenance note
as asimpleBitstreamChange only those aspects of the note have been constructed.

For this demonstration implementation no XML validation has been used. In reality the output XML
file should be validated against a sbite XSD file that ensures correct usage of the XML elements.

1 H <gimpleBitstreamChange>
17 <location=EOF</location>
18 <direction>Subtraction</direction>
12 <lengthOfChange>h0</lengthofChange>
20 [ <originValue encoding="bhasefd":>
CgOKLSOtLE0tPVRQYXTOX =E OODE ON] B fMTQ 3N j gOOTEUMTHONJE SM=T 00T I 2My0 tDQo=
21  [</originValue=
22 <finalValue>HULL=</finalValue>
23 “<changeOrder>1</changeCrder>
z4 <griginFixity Type="MD5">0ab954448cdafId05%hdefd3206db?5e</ criginFixity>
Z5 <finalFixity Type="MD5">174cd2fa77d4fldeTbhb29aa69575h3e71</finalFixity>
26 [ </simpleBitstreamChange>

The script also populates the date and time, and a short description of the activity.

48 “notelateTime>2012-09-27 13:34:13. 404000</ notelateTimes
493 <notelescription*This file was cleaned automagically by the HDHA=s Python EOF cleaner

script.</notebescription>

Things to note
ThenoteType elements have been populated according to the data dictionary.

To ensure thavbrigin  String  is accurately recorded, a decision was made to convert the binary
chunk to a base64 (ASCII) representation.

This decision is recorded as an attribute for dv@in String element:<origin ~ String
encoding="base64">

To ensure thathe fixity value can be used in the future, a note was taken to ensure that the fixity
type was recorded in thmputFixity andoutputFixity elements. This is also achieved by
storing this information as an attributetinputFixity Type="MD5">



ThenoteD ateTime nodehas been populated with the system date/time as a part ofiighon
processing

ThenoteDescription note has been filled with some human readable text. In a real world
implementation this would be populated something more meaningful.

The Rollback Script

To demonstrate how the structured provenance note can be used to 'rollback’ a preconditioning
action, another python script was written that takes the 'clean’ version of the file, and the XML note,
and reconstructs the original file.

To ersure the process is accurate, both the fixity hashes are uBesdly to ensure that file being
presented matches the file whose treatment was recorded in the note, and finally to ensure that the
reconstructed file matches the original file as preseniethe cleaner script.

Having checked that the initial fixities match, thegin  String element is extracted, decoded
and appended the ‘cleaned' file. This file is then written to a file system, and the resulting file is
given for the final hash check.

Validating the two processes

¢2 @FtARIGS I(elktiSelytiNaPta3I5ta Gobpark éx@rally generated MD5 hasbies

GKS 2NRIAYLF T 30 Q315 yESSNEANI YWNRF (GRS FAE ST WA GK GKS
the cleaning scriptThe expectation is that the oiiwal, rolledback andriginalFixity hashes

should all be the same, and the cleaned dindlFixity hashes are also the same.

A final check is thall threefiles render the identically.

Fixityvaluesfrom one file used in thémplementation

Source MD5 Hash

Original file¢ viaDROID fixity 0ab954448cdaf3d059bdcfd3206db75e
Cleaned file; viaDROID fixity 174cd2fa77d4flde7b29aa69575b3e71
finalFixity - viahashlibfixity 174cd2fa77d4flde7b29aa69575b3e71
Rolledback fileq viaDROID fixity 0ab954448cdaf3d059bdcfd3206db75e
origin  Fixity ¢ viahashlibfixity 0ab954448cdaf3d059bdcfd3206db75e
Results

All the files in the test corpus were successfully "cleaned" with a full and accurate record being taken
of the action undertaken programmatically.

All of the 'cleaned' files in the test corpus were successfully reverted to their original form using only
the cleaned version of the file, and the proposed PREMIS provenance note data in XML form.

Fixity values oéll digitalobjects in all stategoriginal, cleaned and rolleblack) werdaken arul
successfullgomparedto demonstrate no loss.

The demonstration is concluded, and acknowledged as a success.



Appendix A z Preconditioning Policy

Digital Content Preconditioning Policy

Date approved

Approved by

Review date One year from approval date
Policy owner Joint Operations Group - Policy
Version 1

Policy Overview

This policy is concerned with changes that may be made to digital content before it is ingested into
the preservation system.

Introduction

Preconditioning deals specifically with changes to digital content that have come within the control of
the Archives or Library, but have not yet been ingested into the preservation system.

The diverse nature of digital content means that there are times when it is desirable to make changes
to it before it is ingested into the preservation system. These changes are classed under the term
doreconditioningd .

Preconditioning can aid in resolving technical issues found in digital content. In particular,
preconditioning can ensure that a version of transferred digital content will be able to be ingested into
the digital preservation system without any issues or errors being presented by the system. Issues
that preconditioning avoids include those presented by validation, metadata extraction and format
identification tools. While it is the role of preservation analysts, digital archivists and other domain
experts to decide when this type of change is necessary, there are some factors that should be
considered before deciding; a) whether a change is desirable, and b) whether that change should be
done through preconditioning or as a preservation action. These include, but are not limited to:

1 Can it be shown that the preconditioning will not affect, in any way, the intellectual message
of the content of any and every object that the preconditioning procedure will be applied to?

1 Isthe proposed change completely reversible?
Scope
This policy covers actions taken on content that has been transferred to or acquired by Archives or
the Library but has not yet been ingested into the preservation system. It does not cover the limits of
change that can be introduced once the content is within the controlled boundaries of the preservation

system.

The policy also only covers changes to content that do not result with the original and a copy being
ingested. Preconditioning changes are made on the original. They do not generate a new copy.



Policy goal

The goal of this policy is to describe the limits of change that can be introduced to digital content from
the time it is brought within the control of Archives or the Library to its acceptance into the
preservation system.

Policy Operating Rules

1. Certain changes may be made to content before it is ingested into the preservation system.
Any changes must adhere to the following operating rules. Where the proposed changes do
not sit within the boundaries defined, an action within the preservation system should be
considered.’

Rationale: There are situations where it is desirable to change content in order that it can be
ingested into the preservation system in the desired way.

2. All changes must be reversible.

Rationale: The lack of full control and audit external to the system means that preconditioning
changes must be fully reversible. It may become desirable to return the content to its original
state in the future.’

3. All changes must have two critical pieces of information created and stored appropriately.
These are:

a. documentation detailing the reasons for the preconditioning. It should be stored
outside the preservation system but must be able to be associated with the affected
content.

Rationale: Documentation will be necessary to understand why the change was
made, how it was made, and how it may be reversed. It should also detail who was
involved in the decision making process.

b. a system-based provenance note that clearly describes the change that has been
made to the file. This note should remain
throughout its existence.
Rationale: The provenance note allows users to understand exactly what
preconditioning has been undertaken on the file. It must give sufficient information for
operating rule two to be actioned.

4. Afinal approval of the acceptability of all proposed changes must be given by the appropriate
authority.

Rationale: The preservation team will advise on technical changes but they must be approved
by the appropriate authority (defined in the actors section below).

Actors

Curator/Archivist:

®The key difference between preconditioning work and preservations actions is the degree of change and
reversibility of the work. Precontitbning deals with small changes that are lossless and completely reversible,
hence can be made without generating a new copy. Preservation actions are more complex and will often be
impossible to reverse. This is why preservation actions result in a iggi&labbject being generated with the
original untouched.

® If necessary it is possible to reverse the change and get exactly the same file as original one. Non-reversible
change is considered as preservation action.



- A content owner. Is responsible for decision making on permissible change.
Conservators:

- May act as a proxy for the content owner in terms of decision making.

- May carry out changes.

- Isresponsible for understanding any intellectual impacts of changes on the file in question.
Digital Archivist:

- May act as a proxy for the content owner in terms of decision making.

- May carry out changes.

- Isresponsible for understanding any intellectual impacts of changes on the file in question.
Preservation/Technical Analyst:

- Responsible for advising content owners on impacts.

- May carry out changes.

- Isresponsible for understanding any technical impacts of changes on the file in question.
Preservation Manager:

- Isresponsible for management of this policy.
Preservation Policy Analyst:

- Isresponsible for managing the review process of this policy.
Impacts
The process of proposing, understanding and undertaking preconditioning changes will extend the

length of time that the content remains outside the preservation system. This must be minimised
where possible.

Measurement
No. | Related Measure Expected
Operating outcome
Rule
1 3 The number of files that have undergone 0
preconditioning that do not have a provenance note
attached.
Key terms

Intellectual message: That content which the digital file is trying to convey: the story, the picture, the
song, the record. This is defined as required by the Archives and the Library.

Preconditioning: Deliberate and agreed changes made to content that is not in the preservation
system. These changes are undertaken with the purpose of preparing the content for ingest into the
system.



Related policy chapters

Document Location
Preservation Action Policy Chapter n, page x
Technical Analyst Workbench Chapter n, page x
Policy

References

n/a

Notes of Divergence

There are no points of divergence between Archives and the Library.




Appendix B z Initial assessment

Recommendations for changesto ) T AECT 7$. 8 ODPOiOAT AT AA
OO0PPI OO A O.1 0A8 AAOA AT OEOU
Introduction

This pagr reviews the current usage of the provenance field in indigo/DNX and makes
recommendations for their future useThe fields reviewed are:

The review arose from egoing discussions around the usefulness and desired/anticipated usage of
the provenance ate feature.

Recommendations

This paper recommends that:
1. The indigo process for recording provenance notes is extended to support more layers of

record keeping (IE/Rep/File) in a user friendly fashion

2. The indigo process for recording provenance notexiended to support bulk ingesting of
provenance notes

3. The DNX data model is amended to support a more suitable structure for provenance data

The recommendations require various strands of work to be undertaken. These are:
1. A change request with Ex Librisrhake the required changes to the DNX.

2. Changes made in Indigo to:
a. Add provenance notes at varying levels of objects (IE/Rep/File)
b. Allow the submission of a master provenance note list with a SIP package to bulk
record provenance notes for large SIPs
c. map to the new DNX fields.
3. Training to ensure correct use of the new fields.



Discussion

Current usage
The current location of provenance note keeping is in the DNX Event data object.
Originally, this was intended to convey information about any importativi#g undertaken on a
digital object, including system and user processes.
The Exlibris AIP document defines events as:

1 New version of the IE t a result of adding a new representation or metadata

(descriptive, access rights)
9 Validation checks ¢ validi ty and integrity checks on files

Each such event will be written in the eventge{s:digiprovMD ) section belonging to the relevant
object level (IE, representation, or filé).

Andthe ExX-OPEUPUwW? $YI O0Uw, 1 EIl EOPUOU? wxExIT UwEITI I DOT Uwl

A New version of the IE ¢ a result of adding a new representation or new metadata
(descriptive, access rights)

A validation checks ¢ validity and integrity checks on files
A Enrichment ¢ the generation of a persistent identifier

A Preservation events (migration) + U1 1 wi @ty applicatod and/or the submission
reason

A Delete IE - deletion of the IE from the permanent repository through the Web editor

A Recover IE¢ recovery of a deleted IE from the recycle bin back to the permanent
repository. 8
The DNX Events entity has anmber of sematic units. These do not have individual definitions in the
AIP document, but the following definitions can be found:
Agentt The agent that triggered this event. An agent is not necessarily a person. An
agent may also refer to a process, plugin tool, and so forth.
Event detaild Such as the creation date, a descriptim, the parameters, and so forth

" Both definitions fromRosetta AlPata Model v3.0.pd(G ) FileplanNDHABusiness UniData
modehRosetta V3

® Events Mechanism in Rose{@) FileplanNDHABuUSsiness UniData modelEvent§Events Mechanism in
Rosetta.doy



The Event entity is defined in the PREMIS Data Dictionary:

Entity semantic units

2.1 eventldentifier (M. NR)
2.1.1 eventldentifierType (M. NR)
2.1.2  eventldentifierValue (M. NR)
2.2 eventType (M. NR)
2.3  eventDateTime (M. NR)
2.4 eventDetail (O, NR)
2.5 eventOutcomelnformation (O. R)
2.5.1 eventOutcome (O, NR)
2.5.2  eventOutcomeDetail (O. R)
2.5.2.1 eventOutcomeDetailNote (O, NR)
2.5.2.2  eventOutcomeDetailExtension (O, R)
2.6 linkingAgentIdentifier (O. R)
2.6.1 linkingAgentIdentifiesType (M. NR)
2.6.2 linkingAgentIdentifierValue (M. NR)
2.6.3 linkingAgentRole (O, R)
2.7 linkingObjectIdentifier (O, R)
2.7.1 linkingObjectIdentifierType (M. NR)
2.7.2 linkingObjectIdentifierValue (M, NR)
2.7.3 linkingObjectRole (O. R)

These semantic units are replicated in the DNX data model:

“mets:idigiproviD ID="ie-amd-digiprov":>
<mets:mdiirap MDTYFE="OTHER" OTHERMDTYPE="dnx":>
<mets:xmlbatax>
<dnx =xmlns="http:ffwww.exlibrisgroup.comfdpsfdnx" >
<gection id="ewent":
<recordx
<key id="eventIdentifierTvpe"/ />
<key id="eventIdentifierValue"/:>
<key id="eventType"/ >
<key id="eventDescription"/:>
<key id="eventDateTime" />
<key id="eventOutcomel"/:
<key id="eventOutcomeDetaill" />
<key id="eventOutcomeDetailExtensionl"/:>
<key id="linkingAgentIdentifierXMLID1"/ />
<key id="linkingAgentIdentifierTvpel"/ />
<key id="linkingAgentIdentifierValuel"/:>
<key id="linkinghgentRolel" />
</ record:



Table 1: DX to Premisnapping

DNXfield Premisfield

- container- 2.1 eventldentifier (M, NR)
eventldentifierType 2.1.1 eventldentifierType (M, NR)
eventldentifierValue 2.1.2 eventldentifierValue (M, NR)
eventType 2.2 eventType (M, NR)

eventDateTime 2.3eventDateTime (M, NR)

No Mapped Entity 2.4 eventDetail (O, NR)

eventDescription No Mapped Entity

- container- 2.5 eventOutcomelnformation (O, R)
eventOutcome 2.5.1 eventOutcome (O, NR)

- container- 2.5.2 eventOutcomeDetail (O, R)
eventOutcomeDetail 2.5.2.1 eventOutcomeDetailNote (O, NR)
eventOutcomeDetailExtension| 2.5.2.2 eventOutcomeDetailExtension (O, R)
- container- 2.6 linkingAgentldentifier (O, R)
linkingAgentldentifierType 2.6.1 linkingAgentldentifierType (M, NR
linkingAgentldentifierValue 2.6.2 linkingAgentldentifierValue (M, NR)
linkingAgentldentifierXMLID | No Mapped Entity

linkingAgentRole 2.6.3 linkingAgentRole (O, R)

- container- 2.7 linkingObjectldentifier (O, R)

No Mapped Entity 2.7.1linkingObjectldentifierType (M, NR)
No Mapped Entity 2.7.2 linkingObijectldentifierValue (M, NR)
No Mapped Entity 2.7.3 linkingObjectRole (O, R)

Current constraints

There is no current method inside Rosetta to create provenance note. The only msetiaid

currently support the creation of provenance notes are the various deposit agents (e.g. Indigo, WCT
and Bulk Deposit Tool)

The next two examples show how the DNX event is populated with a provenance note when various
deposit agents are used as thplaad method.



Bulk Deposit Tool Completed Provenance Event

<records

<key
<kevy
<key
<key
<key
<key
<key

id="eventIdentifierType":>Papers Past Migration</key:
id="eventIdentifierValue">1</lev>

id="eventType" >EXTRACTION=/ kev:

id="eventDescription">Note about the use of a modified metadata extractor</kevy>
id="eventDateTime">2011-05-26 14:35:43</key>

id="eventOutcomel" >SUCCESS </ ey

id="eventOutcomeDetaill" >The DHX elements relating to validation and metadata

extraction may not be correct due to a modified extractor being used. 5ee relevant document (HS

ID430200. </ key:
<kevy
<key
<key
<key
<key
<key
<key
<key
<kevy
<key
<key
<key
<key
<key
<key
<key
<kevy
<key
<key

id="eventOutcomeDetailExtensionl" />
id="eventOutcome?2" />
id="eventDutcomeDetail?2" />
id="eventOutcomeDetailExtension2" />
id="eventOutcome3" />
id="eventOutcomeDetaili" />
id="eventOutcomeDetailExtension3" />
id="linkingAgentIdentifierXMLID1" />
id="linkingAgentIdentifierTypel" />
id="linkingAgentIdentifiervValuel"/>
id="linkinghgentRolel" />
id="linkingAgentIdentifierXMLID2" />
id="linkinghgentIdentifierType2" />
id="linkingAgentIdentifierValue2"/:>
id="linkinghgentRole2" />
id="linkingAgentIdentifierXMLID3" />
id="linkingAgentIdentifierType3" />
id="linkingAgentIdentifiervValue3"/>
id="linkinghgentRole3" />

</records>



Indigo Completed Provenance Event (two provenance notes)












